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I Introduction

1. Email is an important method of communication for University business, and carries the same
weight as paper-based communications. The purpose of this policy is to describe the
acceptable use of the University's SaintMail email and related services, systems and facilities
powered by Google. Please note that Google’s Terms of Service apply but are limited by the
Google Apps Education Edition Agreement between the University and Google Inc. See
Appendix B.

2. The document covers:

Status of the Policy

Scope of the Policy

Responsibilities

Monitoring

Third party access to email

Personal use by staff

Relationship with existing policies

Guidance for implementation of the Policy

Contact details

II Status of the Policy

This Policy is under consideration by the University Court of St Andrews, and supersedes any
previous email policy for students.

III Scope of the Policy

1. This Policy applies to all students
1

and any other authorised users using the University's
SaintMail system. It covers the use, for the purpose of sending or receiving email messages
and attachments, of any IT facilities provided by or through the University, including hardware,
software and networks.

2. The Policy describes the University’s position on
• The personal use of email
• Potential monitoring or interception of email
• Third party access to email

IV Responsibilities

1. Responsibility for developing and updating this policy lies with the University Court acting, if
appropriate, on the advice of the Director of IT Services.

1
Where students or authorised users are current University staff the University Email Policy November 2005

will also still apply.



2. All users, whether they create or receive emails, have a responsibility to ensure they make
appropriate and proper use of the system, and that they comply with this policy and the
guidelines provided by the University. See Appendix C.

3. Students found to be in breach of this Policy and the guidelines may be subject to disciplinary
action.

4. Any other authorised user who breaches the policy may have any privileges in relation to
appropriate University facilities withdrawn.

V Monitoring

1. Monitoring of the system by IT Services is carried out to ensure its effective operation. Email
is checked routinely for spam and virus content at the server level by the mail delivery
software. Full details of these and other checks can be found in the IT Services Email Service
Definition document.

VI Third party access to email

The University does not routinely monitor or intercept email except as described in the IT
Services Email Service Definition document, but it reserves the right to do so in exceptional
circumstances. The request, the reasons behind it, the extent and duration of access, and
action taken will be logged.

Once approval has been given, IT Services will arrange access in accordance with
instructions from the Principal's Office. When it is appropriate, the owner of the email account
should be advised of what has happened. It is important, in this process, that any emails
which are clearly private or personal are treated as confidential.

VII Personal Use

The University of St Andrews provides a range of computing facilities and resources for
authorised users pursuing legitimate University interests. While users may have the use of an
email address(es) while they are authorised users, the University retains ownership of that
address.

Users should, however, be aware that the privacy of emails cannot be guaranteed, messages
can be intercepted or wrongly addressed and a recipient of an email may forward it to third
parties.

Users must adhere to the University guidelines in Appendix C when using the system for all
purposes.

VIII Relationship with existing policies

1. This Policy has been formulated within the context of the following University documents:
 Conditions for the Use of Computers within the University
 Student Codes of Discipline

which are available from the University’s Website.

2. Compliance with this Policy will facilitate compliance with other information-related legislation.

IX Guidelines for Implementation of the Policy



Guidelines with regard to the procedures necessary to comply with this Policy are available
on the University’s website. This guidance relates, inter alia, to:

Personal use
Monitoring
Current legislation
Appropriate use
Inappropriate use
Security

X Contact details

Vice-Principal (Governance and Planning)

_________________________



Appendix A
Definition of terms

Email systems

This covers any IT facilities provided by the University, including hardware, software and networks, for
the purpose of sending or receiving email messages and attachments.

Users

This covers
 All students using the SaintMail system
 Any other authorised individual using the SaintMail system



Appendix B
Google Apps Education Edition Agreement

This Google Apps Education Edition Agreement (the “Agreement”) is entered into by and between Google Inc., a Delaware

corporation, with offices at 1600 Amphitheatre Parkway, Mountain View, California 94043 (“Google”) and University of St

Andrews, a University formed under the laws of Scotland with an address at College Gate, St Andrews, Fife KY16 9AJ,

Scotland, United Kingdom (“Customer”). This Agreement will be effective as of the date signed by Google below (the

“Effective Date”). This Agreement governs Customer's access to and use of the Service.

1. Services.

1.1 Generally. Google will provide the Services to Customer during the Term of this Agreement. Google will provide

Customer with a password and an Admin Account to use for administering the End User Accounts, and other

relevant features of the Service, if applicable. Customer may use the Services to: (a) provide End User Accounts

to its End Users; and (b) administer End User Accounts through the Admin Console.

1.2 Facilities. All facilities used to store and process Customer Data will adhere to reasonable security standards no

less protective than the security standards at facilities where Google stores and processes its own information of

a similar type. Google has implemented at least industry standard systems and procedures to ensure the security

and confidentiality of Customer Data, protect against anticipated threats or hazards to the security or integrity of

Customer Data, and protect against unauthorized access to or use of Customer Data.

1.3 Modifications.

a. To the Services. Google may make commercially reasonable modifications to the Service, or particular
components of the Service, from time to time. Google will use commercially reasonable efforts to notify
Customer of any such changes.

b. To Applicable Terms. If Google makes a material change to the URL Terms, then Google will notify Customer by
either sending an email to the Notification Email Address or alerting Customer via the Admin Console. If the
change has a material adverse impact on Customer and Customer does not agree to the change, Customer must
so notify Google via the Help Center within thirty days after receiving notice of the change. If Customer notifies
Google as required, then Customer will remain governed by the terms in effect immediately prior to the change
until the end of the then-current term for the affected Services. If the affected Services are renewed, they will be
renewed under Google's then current URL Terms.

1.4 Customer Domain Name Ownership. Prior to providing the Services, Google may verify that Customer owns or

controls the Customer Domain Names. If Customer does not own, or control, the Customer Domain Names, then

Google will have no obligation to provide Customer with the Services.

1.5 Privacy Policies. Google will comply with the Customer Privacy Notice and the End User Privacy Notice. Changes

to these notices will be made as stated in the applicable notice.



1.6 Ads.

a. Default Setting. The default setting for the Services is one that does not allow Google to serve Ads. Customer
may change this setting in the Admin Console, which constitutes Customer’s authorization for Google to serve
Ads. If Customer enables the serving of Ads, it may revert to the default setting at any time and Google will cease
serving Ads.

b. Generally. Ads will comply with the AdWords Guidelines. Except as stated otherwise under this Agreement,
Google will neither contact the End Users directly through email, nor authorize a third party to contact the End
Users directly by email, for advertising purposes. If Google is authorized to serve Ads, any revenue generated
from the display of Ads will be retained by Google and will not be subject to any revenue sharing.

c. Selectively Showing Ads. If Customer chooses to separate different classifications of End Users by domain, then
Customer must enable the serving of Ads to Alumni. If Google provides the capability for Customer to show Ads only
to particular sets of End Users, then Customer must enable Google’s serving of Ads to End Users who are not Students
or Staff.

1.7 Data Transfer. As part of providing the Service, Google may store and process Customer Data in the United

States or any other country in which Google or its agents maintain facilities. By using the Services, Customer

consents to this transfer, processing and storage of Customer Data.

2. Customer Obligations.

2.1 Compliance with the Agreement. Customer will comply with the Acceptable Use Policy and the Agreement, and

will use best efforts to ensure its End Users do the same. Google may make additional applications, features or

functionality available from time to time through the Service, the use of which may be contingent upon

Customer’s agreement to additional terms. Customer agrees that its use of the APIs or the Domain Service is

subject to its compliance with the API Terms of Use, or Domain Service Terms, as applicable.

2.2 Aliases. Customer is solely responsible for monitoring, responding to, and otherwise processing emails sent to

the “abuse” and “postmaster” aliases for Customer Domain Names. Google reserves the right to be copied on

emails sent to these aliases for Customer Domain Names.

2.3 Customer Administration of the Services. Customer may specify one or more Administrators through the Admin

Console who will have the rights to access the Admin Account and to administer the End User Accounts.

Customer is responsible for: (a) maintaining the confidentiality of the password and Admin Account; (b)

designating those of its employees who are authorized to access the Admin Account; and (c) ensuring that all

activities that occur in connection with the Admin Account comply with the Agreement. Customer agrees that

Google’s responsibilities do not extend to the internal management or administration of Customer’s electronic

messaging system or messages and that Google is merely a data-processor.

2.4 Privacy. Customer agrees to protect the privacy rights of its End Users under all applicable laws and regulations.

Customer’s Administrators may have the ability to access, monitor, use, or disclose data available to End

Users within the End User Accounts. Customer will obtain and maintain consent from all End Users to

Customer’s access, monitoring, use or disclosure of this data, and to Google providing Customer with the ability



to do so. Customer is responsible for obtaining any necessary authorizations from End Users to enable Google to

provide the Services.

2.5 Unauthorized Use. Customer will use all commercially reasonable efforts to prevent unauthorized use of the

Service, and to terminate any unauthorized use. Customer will promptly notify Google of any unauthorized use

of, or access to, the Services of which it becomes aware.

3. Requesting End User Accounts; Service Term.

3.1 Requesting End User Accounts. Customer may request End User Accounts by: (i) requesting them online; or (ii)

after the Service Commencement Date, contacting Google support personnel.

3.2 Service Term. The initial term for the Service is four years, and will begin on the Service Commencement Date.

End User Accounts requested after the Service Commencement Date will have a prorated term ending four years

from the Service Commencement Date.

3.3 Auto Renewal. After the initial term, the Service term will automatically renew for consecutive twelve month

renewal terms. If Customer does not want to renew either the initial term or any renewal term, then it must

tell Google sixty days prior to the end of the applicable term.

3.4 No Fees. Google may charge a fee for the Services after the initial term, and may charge a fee for new

functionality or optional enhancements that may be added by Google to the Service. Google may also offer a

premium version of the Services for a fee. Prior to Google charging Customer as stated in this section, Google

and Customer will negotiate either a new agreement or an amendment to this Agreement.

3.5 Service Use. Customer has no obligation to use the Services and may cease using the Services at any time for any

reason (or no reason).

4. Technical Support Services.

4.1 By Customer. Customer will, at its own expense, respond to questions and complaints from End Users or third

parties relating to Customer’s or End Users’ use of the Service. Customer will use commercially reasonable

efforts to resolve support issues brought to its attention on its own, without escalation to Google.

4.2 By Google. If Customer cannot resolve a support issue, then Customer’s Administrators may escalate the issue to

Google in accordance with the applicable TSS Guidelines. Google will respond in accordance with the applicable

TSS Guidelines.

5. Suspension.



5.1 Of End User Accounts By Customer. If Customer becomes aware of an End User’s violation of the Agreement,

unless Google agrees otherwise in writing (including by email), Customer may Suspend the applicable End User

Account. The duration of any Suspension will be until the applicable End User cures the breach giving rise to such

Suspension. Customer may Suspend its End Users for its own reasons.

5.2 Of End User Accounts by Google. If Customer fails to Suspend an End User Account pursuant to Section 5.1

above, then Google may specifically request that Customer do so. If Customer fails to comply with Google’s

request to Suspend an End User Account, then Google reserves the right to do so. The duration of any

Suspension by Google will be until Google is reasonably satisfied that the applicable End User has cured the

breach which caused the Suspension.

5.3 Of the Services by Google. If: (i) Customer materially violates this Agreement; (ii) Google provides Customer with

commercially reasonable notice of this violation (which may be by email to the Notification Email Address); (iii)

Google uses commercially reasonable efforts to discuss and resolve the violation with Customer; and (iv) despite

the foregoing, the violation is not resolved to Google’s reasonable satisfaction, then Google reserves the right to

Suspend administrative access to the Service, or to particular components of the Service. If, after all of the

foregoing, Customer still has not cured a violation within thirty days of the commencement of a suspension

under this Section, then Google may immediately terminate the Services for cause.

5.4 Emergency Security Issues. Notwithstanding the foregoing, if there is an Emergency Security Issue, then Google

may automatically Suspend the offending use. Suspension will be to the minimum extent required, and of the

minimum duration, to prevent or terminate the Emergency Security Issue. If Google Suspends an End User

Account for any reason without prior notice to Customer, at Customer’s request, Google will provide Customer

the reason for the Suspension as soon as is reasonably possible.

6. Confidential Information.

6.1 Obligations. Each party will: (a) protect the other party’s Confidential Information with the same standard of

care it uses to protect its own Confidential Information; and (b) not disclose the Confidential Information, except

to affiliates, employees and agents who need to know it and who have agreed in writing to keep it confidential.

Each party (and any affiliates, employees and agents to whom it has disclosed Confidential Information) may use

Confidential Information only to exercise rights and fulfill obligations under this Agreement, while using

reasonable care to protect it. Each party is responsible for any actions of its affiliates, employees and agents in

violation of this Section.

6.2 Exceptions. Confidential Information does not include information that: (a) the recipient of the Confidential

Information already knew; (b) becomes public through no fault of the recipient; (c) was independently developed

by the recipient; or (d) was rightfully given to the recipient by another party.

6.3 Required Disclosure. Each party may disclose the other party’s Confidential Information when required by law

but only after it, if legally permissible: (a) uses commercially reasonable efforts to notify the other party; and (b)

gives the other party the chance to challenge the disclosure.



6.4 The Admin Tool and Third Party Requests.

a. Admin Tool. Google will provide the Admin Tool only as a part of providing the Service. Customer misuse
of the Admin Tool is considered a material breach of the Agreement.

b. Third Party Requests. Customer is responsible for responding to Third Party Requests. Google will, unless it
is prohibited by law or by the terms of the Third Party Request: (a) promptly notify Customer of its receipt of
a Third Party Request in a manner permitted by law; (b) comply with Customer’s reasonable requests
regarding its efforts to oppose a Third Party Request; and (c) provide Customer with the information or tools
required for Customer to respond to the Third Party Request. Customer will first use the Admin Tool to
access the required information, and will contact Google only if it is insufficient for Customer’s needs.

7. Intellectual Property Rights; Brand Features.

7.1 Intellectual Property Rights. Except as expressly set forth herein, this Agreement does not grant either party any

rights, implied or otherwise, to the other’s content or any of the other’s intellectual property. As between the

parties, Customer owns all Intellectual Property Rights in Customer Data, and Google owns all Intellectual

Property Rights in the Services.

7.2 Display of Brand Features. Google may display only those Customer Brand Features authorized by Customer, and

only within designated areas of the Service Pages. Customer may specify the nature of this use using the Admin

Console. Google may also display Google Brand Features on the Service Pages to indicate that the Services are

provided by Google. If Customer wants to display Google Brand Features in connection with the Services,

Customer will comply with the Trademark Guidelines.

7.3 Brand Features Limitation. Each party may use the other party’s Brand Features only as permitted in this

Agreement. Any use of a party’s brand features will inure to the benefit of the party holding intellectual

property rights to those Brand Features. A party may revoke the other party’s right to use its Brand Features

pursuant to this Agreement with written notice to the other and a reasonable period to stop the use.

8. Restrictions on Use. Unless Google specifically agrees in writing, Customer will not, and will use
commercially reasonable efforts to make sure a third party does not: (a) alter the Service Pages; (b) alter
information transmitted through the Services to End Users (except as required to comply with the terms of
this Agreement or commercially reasonable internal policies of Customer); (c) share content or
documentation provided by Google to Customer as a part of Google’s provision of the Services with any
third party; (d) except as expressly authorized in the Agreement, sell, resell, lease, or the functional
equivalent, the Services to a third party; (e) attempt to reverse engineer the Services or any component of
the Services; (f) attempt to create a substitute or similar service through use of, or access to, the Services; or
(g) use the Services for High Risk Activities.

9. Publicity. Customer hereby consents to Google's inclusion of Customer's name in a customer list, but only if
Customer is not the only customer appearing on the list. Other than this, neither party may make any public
statement regarding the relationship contemplated by this Agreement without the other party's prior written
consent.



10. Representations and Disclaimers.

10.1 Representations. Each party represents that: (a) it has full power and authority to enter into the Agreement;

and (b) it will comply with all laws and regulations applicable to its provision, or use, of the Services, as

applicable. Google warrants that it will provide the Services in accordance with the applicable SLA. To the

extent that Google has access to “Education Records,” it is deemed a “school official,” as each of these terms

are defined under FERPA, under this Agreement and will comply with its obligations under FERPA. Customer

acknowledges and agrees that it is solely responsible for compliance with the Children's Online Privacy

Protection Act of 1998, including, but not limited to, obtaining parental consent concerning collection of

students' personal information used in connection with the provisioning and use of the Services by the

Customer and End Users.

10.2 Disclaimers. EXCEPT AS EXPRESSLY PROVIDED FOR HEREIN, NEITHER PARTY MAKES ANY OTHER WARRANTY OF

ANY KIND, WHETHER EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, INCLUDING WITHOUT LIMITATION

WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR USE AND NONINFRINGEMENT. GOOGLE

MAKES NO REPRESENTATIONS ABOUT ANY CONTENT OR INFORMATION MADE ACCESSIBLE BY OR THROUGH

THE SERVICE. THE SERVICE IS NEITHER DESIGNED NOR INTENDED FOR HIGH RISK ACTIVITIES. CUSTOMER

ACKNOWLEDGES THAT THE SERVICES ARE NOT A TELEPHONY SERVICE AND THAT THE SERVICES ARE NOT

CAPABLE OF PLACING OR RECEIVING ANY CALLS, INCLUDING EMERGENCY SERVICES CALLS, OVER PUBLICLY

SWITCHED TELEPHONE NETWORKS.

11. Termination.

11.1 Termination for Breach. Either party may suspend performance or terminate this Agreement if: (i) the other

party is in material breach of the Agreement and fails to cure that breach within thirty days after receipt of

written notice; (ii) the other party ceases its business operations or becomes subject to insolvency proceedings

and the proceedings are not dismissed within ninety days; or (iii) the other party is in material breach of this

Agreement more than two times notwithstanding any cure of such breaches.

11.2 Effects of Termination. If this Agreement terminates, then: (i) the rights granted by one party to the other will

cease immediately; (ii) Google will provide Customer access to, and the ability to export, the Customer Data

for a commercially reasonable period of time at Google’s then-current rates for the applicable Service; (iii)

after a commercially reasonable period of time, Google will delete Customer Data pursuant to the Customer

Privacy Notice; and (iv) upon request each party will promptly return or destroy all other Confidential

Information of the other party.

11.3 Other Termination. After the initial term for the Services, either party may terminate this Agreement for

convenience upon nine months prior written notice to the other. Additionally, Google may terminate this

Agreement if it reasonably determines that it is commercially impracticable to continue to provide the Services

in light of applicable laws, to the extent these laws have changed after the execution of this Agreement.

12. Indemnification.

12.1 By Customer. Unless prohibited by applicable law, Customer will indemnify, defend, and hold harmless Google

from and against all liabilities, damages, and costs (including settlement costs and reasonable attorneys’ fees)



arising out of a third party claim: (i) regarding Customer Data or Customer Domain Names; (ii) that Customer

Brand Features infringe or misappropriate any patent, copyright, trade secret or trademark of a third party; or

(iii) regarding Customer’s, or its End Users’, use of the Services in violation of the Agreement. Google will

reasonably assist Customer in presenting click-though terms to its End Users, if Customer would like to pass

through certain of its obligations under this section to its End Users. If Customer is prohibited by applicable

law from providing all or part of the indemnity set forth above, then the indemnity above will not apply and

Customer will require each End User, before accessing the Services, to indemnify Google from and against all

liabilities, damages, and costs (including settlement costs and reasonable attorneys’ fees) arising out of a third

party claim regarding that End User’s: (i) Customer Data; or (ii) use of the Services in violation of the

Agreement.

12.2 By Google. Google will indemnify, defend, and hold harmless Customer from and against all liabilities,

damages, and costs (including settlement costs and reasonable attorneys’ fees) arising out of a third party

claim that Google’s technology used to provide the Services or any Google Brand Feature infringe or

misappropriate any patent, copyright, trade secret or trademark of such third party. Notwithstanding the

foregoing, in no event shall Google have any obligations or liability under this Section arising from: (i) use of

any Services or Google Brand Features in a modified form or in combination with materials not furnished by

Google, and (ii) any content, information or data provided by Customer, End Users or other third parties.

12.3 Possible Infringement.

a. Repair, Replace, or Modify. If Google reasonably believes the Services infringe a third party’s Intellectual
Property Rights, then Google will: (a) obtain the right for Customer, at Google’s expense, to continue
using the Services; (b) provide a non-infringing functionally equivalent replacement; or (c) modify the
Services so that they no longer infringe.

b. Suspension or Termination. If Google does not believe the foregoing options are commercially
reasonable, then Google may suspend or terminate Customer’s use of the impacted Services. If Google
terminates the impacted Services, then Google will provide a pro-rata refund of the unearned Fees
actually paid by Customer applicable to the period following termination of the Services.

12.4 General. The party seeking indemnification will promptly notify the other party of the claim and cooperate

with the other party in defending the claim. The indemnifying party has full control and authority over the

defense, except that: (a) any settlement requiring the party seeking indemnification to admit liability or to pay

any money will require that party’s prior written consent, such consent not to be unreasonably withheld or

delayed; and (b) the other party may join in the defense with its own counsel at its own expense. THE

INDEMNITIES ABOVE ARE THE ONLY REMEDY UNDER THIS AGREEMENT FOR VIOLATION OF A THIRD PARTY’S

INTELLECTUAL PROPERTY RIGHTS.

13. Limitation of Liability.

13.1 Limitation on Indirect Liability. NEITHER PARTY WILL BE LIABLE UNDER THIS AGREEMENT FOR LOST REVENUES

OR INDIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL, EXEMPLARY, OR PUNITIVE DAMAGES, EVEN IF THE

PARTY KNEW OR SHOULD HAVE KNOWN THAT SUCH DAMAGES WERE POSSIBLE AND EVEN IF DIRECT

DAMAGES DO NOT SATISFY A REMEDY.



13.2 Limitation on Amount of Liability. NEITHER PARTY MAY BE HELD LIABLE UNDER THIS AGREEMENT FOR MORE

THAN ONE THOUSAND DOLLARS.

13.3 Exceptions to Limitations. These limitations of liability do not apply to breaches of confidentiality obligations,

violations of a party’s Intellectual Property Rights by the other party, or indemnification obligations.

14. Miscellaneous.

14.1 Notices. All notices must be in writing and addressed to the attention of the other party’s legal department

and primary point of contact. Notice will be deemed given: (a) when verified by written receipt if sent by

personal courier, overnight courier, or when received if sent by mail without verification of receipt; or (b)

when verified by automated receipt or electronic logs if sent by facsimile or email.

14.2 Assignment. Neither party may assign or transfer any part of this Agreement without the written consent of

the other party, except to an affiliate, but only if: (a) the assignee agrees in writing to be bound by the terms of

this Agreement; and (b) the assigning party remains liable for obligations incurred under the Agreement prior

to the assignment. Any other attempt to transfer or assign is void.

14.3 Change of Control. Upon a change of control (for example, through a stock purchase or sale, merger, or other

form of corporate transaction): (a) the party experiencing the change of control will provide written notice to

the other party within thirty days after the change of control; and (b) the other party may immediately

terminate this Agreement any time between the change of control and thirty days after it receives the written

notice in subsection (a).

14.4 Force Majeure. Neither party will be liable for inadequate performance to the extent caused by a condition

(for example, natural disaster, act of war or terrorism, riot, labor condition, governmental action, and Internet

disturbance) that was beyond the party’s reasonable control.

14.5 No Waiver. Failure to enforce any provision of this Agreement will not constitute a waiver.

14.6 Severability. If any provision of this Agreement is found unenforceable, it and any related provisions will be

interpreted to best accomplish the unenforceable provision’s essential purpose.

14.7 No Agency. The parties are independent contractors, and this Agreement does not create an agency,

partnership or joint venture.

14.8 No Third-Party Beneficiaries. There are no third-party beneficiaries to this Agreement.



14.9 Equitable Relief. Nothing in this Agreement will limit either party’s ability to seek equitable relief.

14.10 Governing Law. This Agreement is governed by California law, excluding that state’s choice of law rules. FOR

ANY DISPUTE RELATING TO THIS AGREEMENT, THE PARTIES CONSENT TO PERSONAL JURISDICTION IN, AND

THE EXCLUSIVE VENUE OF, THE COURTS IN SANTA CLARA COUNTY, CALIFORNIA.

14.11 Amendments. Any amendment must be in writing and expressly state that it is amending this Agreement.

14.12 Survival. Those provisions that by their nature should survive termination of this Agreement, will survive

termination of this Agreement.

14.13 Entire Agreement. This Agreement, and all documents referenced herein, is the parties’ entire agreement

relating to its subject and supersedes any prior or contemporaneous agreements on that subject. The terms

located at a URL and referenced in this Agreement are hereby incorporated by this reference.

14.14 Interpretation of Conflicting Terms. If there is a conflict between the documents that make up this Agreement,

the documents will control in the following order: the Agreement, and the terms located at any URL.

14.15 Counterparts. The parties may enter into this Agreement in counterparts, including facsimile, PDF or other

electronic copies, which taken together will constitute one instrument.

15. Definitions.

“Account Manager” means the Google business person working with Customer regarding Customer’s purchase of the

Services.

“Admin Account” means the administrative account provided to Customer by Google for the purpose of administering

the End User Accounts. The use of the Admin Account requires a password, which Google will provide to Customer.

“Admin Console” means the online tool provided by Google to Customer for use in reporting and certain other

administration functions.

“Admin Tool” means online tools or APIs, or both, provided by Google to Customer to be used by Customer in

connection with Customer's administration of the services to End Users, which may include, among other things,

account maintenance, enforcement of Customer usage policies, and Third Party Requests.



“Administrators” mean the Customer-designated technical personnel who administer the Services to End Users on

Customer’s behalf.

“Acceptable Use Policy” means the acceptable use policy for the Services available at

http://www.google.com/a/help/intl/en/admins/use_policy.html or other such URL as may be provided by Google.

“Ads” means online advertisements displayed by Google to End Users.

“AdWords Guidelines” means the Google AdWords Editorial Guidelines located at

https://adwords.google.com/select/guidelines.html or other such URL as may be provided by Google.

“Alumni” means graduates or former Students of Customer.

“APIs” means the Google APIs listed here: http://code.google.com/apis/apps/overview.html or other such URL as may

be provided by Google.

“API Terms of Use” means the terms of use here: http://www.google.com/a/help/intl/en/admins/api_terms.html or

other such URL as may be provided by Google.

“Brand Features” means the trade names, trademarks, service marks, logos, domain names, and other distinctive

brand features of each party, respectively, as secured by such party from time to time.

“Confidential Information” means information disclosed by a party to the other party under this Agreement that is

marked as confidential or would normally be considered confidential under the circumstances. Customer Data is

Customer’s Confidential Information.

“Customer Data” means data, including email, provided, generated, transmitted or displayed via the Services by

Customer or End Users. Customer Data includes any Personally Identifiable Information, as defined in FERPA, of End

Users provided, generated, transmitted or displayed via the Services by Customer or End Users.

“Customer Domain Names” mean the domain names owned or controlled by Customer, which will be used in

connection with the Services and specified when Customer signs up for the Service.

“Customer Privacy Notice” means the privacy notice located at

http://www.google.com/a/help/intl/en/admins/privacy.html or such other URL as Google may provide from time to

time.



“Domain Service” means a service provided by Google to Customer purely for Customer’s convenience, where

Customer may, through a Google-provided interface, register domain names through, or transfer domain names to,

Registrar Partners (as defined in the Domain Service Terms).

“Domain Service Terms” means the terms at:

http://www.google.com/a/help/intl/en/admins/domain_service_terms.html, or other such URL as may be provided

by Google.

“Emergency Security Issue” means either: (a) an End User’s use of the Services in violation of the Acceptable Use

Policy, which could disrupt: (i) the Services; (ii) other End Users’ use of the Services; or (iii) the Google network or

servers used to provide the Services; or (b) unauthorized third party access to the Services.

“End Users” means individuals associated with Customer to whom customer chooses to give End User Accounts. This

group may include, but is not limited to Students, Former Students, Alumni, Staff, and Volunteers.

“End User Account” means Google-hosted accounts provided to End Users through the Services for the purpose of

enabling such End Users to use the Service.

“End User Privacy Notice” means the privacy notice located at

http://www.google.com/apps/intl/en/terms/user_privacy.html or such other URL as Google may provide from time

to time.

“FERPA” means the Family Educational Rights and Privacy Act (20 U.S.C. 1232g) and the Family Educational Rights and

Privacy Act Regulations (34 CFR Part 99), as amended or otherwise modified from time to time.

“Help Center” means the Google help center accessible at http://www.google.com/support/ or other such URL as may

be provided by Google.

“High Risk Activities” means uses such as the operation of nuclear facilities, air traffic control, or life support systems,

where the failure of the Services could lead to death, personal injury, or environmental damage.

“Intellectual Property Rights” means current and future worldwide rights under patent law, copyright law, trade

secret law, trademark law, moral rights law, and other similar rights.

“Notification Email Address” means the email address designated by Customer to receive email notifications from

Google. Customer may change this email address through the Admin Console.



“Service” means the Google Apps Education Edition services provided by Google and used by Customer under this

Agreement. The Services are described here: http://www.google.com/a/help/intl/en/users/user_features.html.

“Service Commencement Date” is the date upon which Google makes the Services available to Customer.

“Service Pages” mean the web pages displaying the Services to End Users.

“SLA” means the Service Level Agreement here: http://www.google.com/a/help/intl/en/admins/sla.html or other URL

as updated by Google from time to time.

“Suspend” means the immediate disabling of access to the Service, or components of the Service, as applicable, to

prevent further use of the Service.

“Staff” means an individual who has been employed by Customer within the last twelve months.

“Start Page” means the Google-hosted web page provided through the Start Page Service.

“Start Page Service” means the service that provides a Google-hosted web page for End Users, and which enables

some customization by Customer and some customization by End Users.

“Start Page Terms of Service” means the terms of service located at the following URL:

http://www.google.com/a/help/intl/en/admins/startpage_terms.html, or other such URL as may be provided by

Google, and which terms govern Customer’s use of the Start Page Service.

“Students” means an individual who has been registered for classes offered by Customer within the last twelve

months.

“Taxes” means any duties, customs fees, or taxes (other than Google’s income tax) associated with the sale of the

Services, including any related penalties or interest.

“Term” the term of the Agreement will begin upon the Effective Date and continue for as long as Customer is

receiving Services from Google, unless terminated earlier pursuant to the Agreement.

“Third Party Request” means a request from a third party for records relating to an End User’s use of the Services.

Third Party Requests can be a lawful search warrant, court order, subpoena, other valid legal order, or written

consent from the End User permitting the disclosure.



“Trademark Guidelines” means Google’s Guidelines for Third Party Use of Google Brand Features, located at the

following URL: http://www.google.com/permissions/guidelines.html, or other such URL as may be provided by

Google.

“TSS” means the technical support services provided by Google to the Administrators during the Term pursuant to the

TSS Guidelines.

“TSS Guidelines” means Google’s technical support services guidelines then in effect for the applicable Services. TSS

Guidelines are at the following URLs: http://www.google.com/a/help/intl/en/admins/tssg.html and

http://www.postini.com/supportinfo, or such other URLs as may be provided by Google.

“URL Terms” means the “SLA” and “Services” definitions, and other terms with which Customer must comply, which

are located at a URL and referenced in this Agreement.

“Volunteers” means an individual recognized by Customer as, while unpaid and not an employee, is nonetheless a

bona fide representative of Customer performing services in furtherance of its education or non-profit objective,

during the time the individual is acting in this capacity.

IN WITNESS WHEREOF, the parties have executed this Agreement by persons duly authorized as of the date signed by

Google below.

Google Inc. Customer: University of St Andrews

By: By:

(Authorized Signature) (Authorized Signature)

(Print Name) (Print Name)

Title: Title:

Date: Date:



Appendix C

Guidelines on email use – to be read in conjunction with:

Google email policy (September 2009)

JANET acceptable use policy

ITS email service definition

1. Introduction

A written email policy and guidelines, known to all students, establishes the boundaries and uses
that may be made of the University’s equipment and infrastructure. Adhering to this guideline
document will:

 facilitate implementation of the University’s email policy

 help users avoid legal risks that they might inadvertently take

 notify users of any privacy expectations in their communications

 prevent damage to systems

 avoid or reduce inappropriate time being spent on non-work related activities

 help protect the University against liability for the actions of its students.

2. Legislation

All users of the University email system must comply with the relevant legislation. (See Legal
considerations section below.)

Users should remember that the laws of the land relating to written communication apply equally
to email, including laws on defamation, copyright, obscenity, fraud and wrongful discrimination.

3. Inappropriate use

Inappropriate use includes, but is not limited to, the creation or transmission of emails:

 that bring the University into disrepute

 that consist of unsolicited commercial or advertising material, chain letters or other junk-
mail of any kind

 that infringe the copyright of another person, including intellectual property rights

 that unreasonably waste staff effort or networked resources, or that unreasonably serve
to deny service to other users

 that contain any offensive, obscene or indecent images, data or other material

 that are designed to cause annoyance, inconvenience or anxiety to anyone

 that include material which is sexist, racist, homophobic, xenophobic, pornographic,
paedophilic or similarly discriminatory and/or offensive

 that contain defamatory material

 that contain material that includes claims of a deceptive nature

 that by intent or otherwise harass the recipient

 that violate the privacy of others, or unfairly criticise or misrepresent others



 that are anonymous messages or deliberately forged messages or that have deceptive
email header information (ie without clear identification of the sender).

4. How to use email appropriately

4.1. Receiving email

 Check your email regularly.

 Staff are expected to check their email at least once every working day.

 Students are expected to check their email at least once every 48 hours.

4.2. Sending email

4.2.1.General advice

 Make sure that you use the ‘subject’ line in every message, and that it is meaningful.
Where someone receives many messages, it helps to be able to judge the subject matter
correctly from its subject line.

 Try to restrict yourself to one subject per message, sending multiple messages if you
have multiple subjects. This helps recipients to use the ‘subject’ line to manage the
messages they have received.

 Create a ‘signature’ and use it. Most email programs allow you to create a few lines of
text that appear at the end of every email. You can use your signature to provide
information such as your role and telephone number.

 Try to keep email messages fairly brief.

 Delete unwanted messages.Develop an orderly filing system for those email messages
you wish to keep.

4.2.2.Replying to email

 Reply, even if a brief acknowledgment is all you can manage in the meantime.

 Reply promptly.

 When you use the ‘reply’ option, ensure that the subject field (automatically filled in for
you) still accurately reflects the content of your message.

 Be careful when using ‘cc’ and ‘bcc’. Only copy the email to those people who really need
to see it.

 When replying include a relevant chunk of the original message – replying to a message
with just ‘I don't think so’ can be confusing even with a relevant subject line.

4.2.3.Forwarding email

 Think twice before forwarding to someone else an email you have received. Would the

author expect or be willing for this to happen?

 The laws of copyright must be respected. It is not, in general, legal to forward material

without permission from the copyright owner.

 It is up to you to decide whether or not you would like to use the email service directly or

forward mail sent to your University email account to an outside account at your own risk.

The University will assume that any email, it successfully sends to your University email



account will be read by you. If any are lost by unsuccessful forwarding then this is your

responsibility.

4.2.4.Good manners

 Be careful how you express yourself. Email can easily convey the wrong impression.

 Remember that people other than the person to whom it's addressed may see your
message.

 Never email something you wouldn't say to the recipient's face.

 Don't criticise other people harshly. Assume that the email will be forwarded to them and
will be read by them.

 Don’t forward email to other people without informing the author.

 Don't send unnecessary attachments. If you must send an attachment, give the recipient
advance warning.

5.3 Storing email

 Delete all unwanted messages.

 Develop an orderly filing system for those email messages you wish to keep.

 Create mail labels to organise your messages.

5.4 Legal Issues

 Remember that any email you write may be liable to be disclosed under the Data
Protection Act 1998 or the Freedom of Information (Scotland) Act 2002.

 Don't make changes to someone else's message and pass it on without making it clear
where you have made the changes. This would be misrepresentation.

 Remember that the various laws of the land relating to written communication apply
equally to email messages, including the laws relating to defamation, copyright,
obscenity, fraudulent misrepresentation, and wrongful discrimination.

5. Confidentiality

 Do not put anything in an email message that you would not want read by everybody.

 The commonest breach of confidentiality is wrongly addressed mail.

 If you receive a message intended for someone else, let the sender know.

 Anything you receive may not have originated from where it says it does, as email headers
are easily forged. Therefore never disclose anything confidential, such as your password or
credit card number, in an email message.

 Be aware that the recipient of your message might forward it to others without recognizing the
need to seek your consent. You cannot be sure who these other recipients will be.



6. Interception of email

In general, the privacy of the content of emails will be respected.

There will be exceptional circumstances, however, when the University may require access to
email accounts including their contents. These reasons include:

 unexpected or prolonged absence of a member of the University where not dealing with his or
her email in a timely manner adversely affects the running of the University.

 to fulfil a legal requirement e.g. a Subject Access Request under the Data Protection Act.

Where the content of emails is to be accessed for either of the above purposes, the action must
be approved by a member of the Principal’s Office and that action logged

For a description of the framework within which the University may intercept email see University
of St Andrews Email Policy – November 2005

For a detailed explanation of ITS practice in this area see ITS Email Service Definition document.

_________________________

Legal considerations

Human Rights Act 1998

This provides for the concept of privacy – giving a ‘right to respect for private and family life,
home and correspondence.’ The provision is directly enforceable against public sector
employers, and all courts must now interpret existing legislation in relation to the Human
Rights Act.

Regulation of Investigatory Powers (Scotland) Act 2000

This Act covers the extent to which organisations can monitor or record communications at
the point at which they enter or are being sent within the employer’s telecommunications
system, and applies to public and private communication networks. It gives the sender or
recipient of a communication the right of action for damages against the employer for the
unlawful interception of communications.

Data Protection Act 1998

Individuals have a right, within certain limits, to have a copy of any personal data the
University holds about them. Personal data includes any expression of opinion about an
individual, whether held on paper or electronically. The individual’s right of access may extend
to material held in an individual’s email mailboxes, or on the server.

Freedom of Information (Scotland) Act 2002

The University has only 20 working days to supply information requested under this Act. The
Scottish Information Commissioner has made it clear that he will interpret the 20 working days
as beginning the day after the request is made. In other words, an FoI request made by email
will be deemed to have been received by the University without it’s even having been opened.
The request may also cover material contained in emails in an individual’s mailboxes.



Copyright law

The Copyright, Designs and Patents Act 1988 (as amended) gives the same protection to
digital and electronic publications as it does to printed books and other forms of publication.

Obscene Publications Act 1959, Protection of Children Act 1988, Criminal Justice Act 1988

These acts are concerned with material that might be criminal, cause harm to young persons
or be otherwise unlawful. Circulating text or images via email might subject an individual to
charges of criminal behaviour.

In Scotland, where the Obscene Publications Act does not apply, the Civic Government
(Scotland) Act 1982 makes it an offence to publish obscene material and prosecution is the
responsibility of the Procurator Fiscal Service.

Privacy and Electronic Communications (EC Directive) Regulations 2003

This covers unsolicited direct marketing activity by telephone, by fax, and by email.

Malicious Communications Act 1988

This act deals with the offence of sending letters etc with intent to cause distress or anxiety
and states:

It is an offence to send an indecent, offensive or threatening letter, electronic
communication or other article to another person.

The Protection from Harassment Act 1997

This act was mainly passed in order to deal with problems in the law applying in England and
Wales. However sections 8 to 11 apply to Scotland.

8. - (1) Every individual has a right to be free from harassment and, accordingly, a
person must not pursue a course of conduct which amounts to harassment of another
and-

(a) is intended to amount to harassment of that person; or
(b) occurs in circumstances where it would appear to a reasonable person

that it would amount to harassment of that person.


